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1 . ^ This communication is responsive to 8/18/2099 . 

2. ^ The allowed claim(s) is/are 1,4-15 and 18-21 . 
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1. □ Certified copies of the priority documents have been received. 
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3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
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Paper No./Mail Date . 
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6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 

attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 



Attachment(s) 

1 . □ Notice of References Cited (PTO-892) 

2. □ Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. □ Information Disclosure Statements (PTO/SB/08), 

Paper No./Mail Date 

4. □ Examiner's Comment Regarding Requirement for Deposit 

of Biological Material 



5. □ Notice of Informal Patent Application 

6. M Interview Summary (PTO-413), 

Paper No./Mail Date 9/4/09 . 

7. M Examiner's Amendment/Comment 

8. ^ Examiner's Statement of Reasons for Allowance 

9. □ Other . 



U.S. Patent and Trademark Office 
PTOL-37 (Rev. 08-06) 



Notice of Allowability 



Part of Paper No./Mail Date 09042009 



Application/Control Number: 10/582,803 Page 2 

Art Unit: 2438 

EXAMINER'S AMENDMENT 

1 . An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Mark D. Pratt on 9/4/09. 

2. The application has been amended as follows: 
Claim 1 

(Currently Amended) A prime calculating apparatus for calculating a prime 
candidate N larger than a known prime q and testing primality of the calculated prime 
candidate N, comprising: 

a prime storage unit storing the known prime q; 

a management information storage unit storing unique management information; 

a random information generation unit operable to read the unique management 
information from the management information storage unit, and generate random 
information R based on the read unique management information; 

a candidate calculation unit operable to read the prime q from the prime storage 
unit, and calculate the prime candidate N using the read prime q and the generated 
random information R, according to N = 2 x random information R x prime q 1 ; 

a primality testing unit operable to test primality of the calculated prime candidate 
N according to the Pocklington's primality test; and 
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an output unit operable to output the calculated prime candidate N as a prime N 
when the primality of the calculated prime candidate N is determined, 

wherein said random information generation unit further includes: 

a reading subunit operable to read the unique management information 
from the management information storage unit; 

a random number calculation subunit operable to calculate a random 

number r; 

a combining subunit operable to make a combination of the read unique 
management information and the g e n e rat e d calculated random number r; and 

a computation subunit operable to compute the random information R 
based on the combination, and 

wherein the computation subunit computes the random information R by 
applving an injection function to the combination. 

Claim 18 

(Currently Amended) A key issuing system including a terminal and a key issuing server 
apparatus for generating and issuing a private key and a public key of RSA encryption 
for the terminal, wherein 

the key issuing server apparatus comprises: 

a prime calculation unit operable to calculate a prime N larger than a known 

prime q; 

a public key generation unit operable to generate the public key using the 
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calculated prime N; 

a private key generation unit operable to generate the private key using the 
generated public key; 

a key output unit operable to output the generated private key to the terminal; 
and a publishing unit operable to publish the generated public key, 
the prime calculation unit includes: 

a prime storage subunit storing the known prime q; 

a management information storage subunit storing unique management 
information; 

a random information generation subunit operable to read the unique 
management information from the management information storage subunit, and 
generate random information R based on the read unique management information; 

a candidate calculation subunit operable to read the prime q from the prime 
storage subunit, and calculate a prime candidate N using the read prime q and the 
generated random information R, according to N = 2 x random information R x prime 
q+l; 

a primality testing subunit operable to test primality of the calculated prime 
candidate N; 

an output subunit operable to output the calculated prime candidate N as a 
prime when the primality of the calculated prime candidate N is determined; and 

an iteration control subunit operable to control the random information 
generation subunit, the candidate calculation subunit, and the primality testing subunit 
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to iterate the generation of the random information R, the calculation of the prime 
candidate N, and the primality testing until the primality of the calculated prime 
candidate N is determined by the primality testing subunit, and 
the terminal includes: 

a reception unit operable to receive the private key; and 

a key storage unit operable to store the received private key, wherein said 
random information generation subunit further includes: 

a reading subunit operable to read the unique management information from 
the management information storage unit; 

a random number calculation subunit operable to calculate a random number 

r; 

a combining subunit operable to make a combination of the read unique 
management information and the g e n e rat e d calculated random number r; and 

a computation subunit operable to compute the random information R based 
on the combination, and 

wherein the computation subunit computes the random information R by 
applying an injection function to the combination. 

Claim 20 

(Currently Amended) A prime calculation method used in a prime calculating 
apparatus that calculates a prime candidate N larger than a known prime q and tests 
primality of the calculated prime candidate N, the prime calculating apparatus including: 
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a prime storage unit storing the known prime q; a management information storage unit 
storing unique management information; and a secondary information storage unit 
storing a predetermined verification value, the prime calculation method comprising: 

a random number generation step of reading the unique management 
information from the management information storage unit and generating random 
information R based on the read unique management information; 

a candidate calculation step of reading the prime q from the prime storage unit, 
and calculating the prime candidate N using the read prime q and the generated 
random information R, according to N = 2 x random information R x prime q + 1; 

a primality testing step of testing primality of the calculated prime candidate N; 

and 

an output step of outputting the calculated prime candidate N as a prime when 
the primality of the calculated prime candidate N is determined, 

wherein said random number generation step further includes; 

a reading subunit step of reading the unique management information from the 
management information storage unit; 

a random number calculation subunit step of calculating a random number r; 

a combining subunit step of making a combination of the read unique 
management information and the g e n e rat e d calculated random number r; and 

a computation subunit step of computing the random information R based on 
the combination, and 
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wherein the computation subunit step computes the random information R by 
applying an injection function to the combination, and the candidate calculation step and 
the primalitv testing step are performed by a program stored on a computer-readable 
recording medium that when executed by at least one processor causes the prime 
calculation apparatus to perform the candidate calculation step and the primality testing 
step. 

Claim 21 

(Currently Amended) A computer-readable recording medium storing a prime- 
calculation computer program, the prime-calculation computer program being used on a 
prime calculating apparatus that calculates a prime candidate N larger than a known 
prime q and tests primality of the calculated prime candidate N, the prime calculating 
apparatus including: a prime storage unit storing the known prime q; a management 
information storage unit storing unique management information, and a secondary 
information storage unit storing a predetermined verification value, the prime-calculation 
computer program comprising: 

a random number generation step of reading the unique management information 
from the management information storage unit and generating random information R 
based on the read unique management information; 

a candidate calculation step of reading the prime q from the prime storage unit, 
and calculating the prime candidate N using the read prime q and the generated 
random information R, according to N = 2 x random information R x prime q + 1; 
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a primality testing step of testing primality of the calculated prime candidate N; 

and 

an output step of outputting the calculated prime candidate N as a prime when 
the primality of the calculated prime candidate N is determined, 

wherein said random number generation step further includes; 

a reading subunit step of reading the unique management information from the 
management information storage unit; 

a random number calculation subunit step of calculating a random number r; 

a combining subunit step of making a combination of the read unique 
management information and the qonoratod calculated random number r; and 

a computation subunit step of computing the random information R based on 
the combination, 

wherein the computation subunit step computes the random information R by 
applying an injection function to the combination. 

Allowable Subject Matter 

3. Claims 1,4-15 and 18-21 are allowed. 

4. The following is an examiner's statement of reasons for allowance: Claims 1 , 4- 
15 and 18-21 are allowable in light of Applicant's remarks filed on 8/18/09. 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
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accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dieu Nguyen whose telephone number is 571-272- 
3873. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Taghi T. Arani can be reached on 571-272-3787. The fax phone number for 
the organization where this application or proceeding is assigned is (571) 273-8300. 

6. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http;//pai^ Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 



/Minh Dieu Nguyen/ 

Primary Examiner, Art Unit 2438 



